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Abstract: Traditional low-rate denial of service (LDoS) attack detection methods were complex in feature extraction,
high in computational cost, single in experimental data background settings, and outdated in attack scenarios, so it was
difficult to meet the demand for LDoS attack detection in a real network environment. By studying the principle of LDoS
attack and analyzing the features of LDoS attack traffic, a detection method of LDoS attack based on simple statistical
features of network traffic was proposed. By using the simple statistical features of network traffic packets, the detection
data sequence was constructed, the time correlation features of input samples were extracted by deep learning technology,
and the LDoS attack judgment was made according to the difference between the reconstructed sequence and the original
input sequence. Experimental results show that the proposed method can effectively detect the LDoS attack traffic in traf-
fic and has strong adaptability to heterogeneous network traffic.
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